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Description Research Topic Description, including Problem Statement:

Wireless connectivity is becoming standard within more and more
consumer electronics (i.e. wi-fi in coffee machines), and other more
industrial electronic equipment is following this trajectory.

A large area of focus in this problem will be on Building Management and
Control Systems (BMCS) as they transition to wireless connectivity,
operating as building wide mesh networks. Industries, from construction to
appliance providers, are evolving towards these future systems for cost and
maintenance efficiencies, as well as ease of use. 

Building requirements for classified (information controlled) facilities are
necessarily prescriptive with wireless communications. As radio frequency
emissions are a growing dynamic, the secure coexistence of these trends
with classified facilities needs to be properly understood to duly inform
security considerations. 

Future building design, engineering and construction potentially sees fewer
wired or physical conduit infrastructures. Emerging national and
international regulations around emergency management systems, age /
functionality / maintenance standards, and grandfathering legacy systems,
are further trends impacting upon building security. Understanding how
these can coexist is becoming more important. 

Example Approaches: 

Market scan for thorough understanding of BMCS marketplace and
likely future trends, to inform the rest of your research.
Identify security features and asses general security of wireless BMCS /
building integrated systems.
Understanding/mitigating mesh networks impact on emanations
security.
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Methods for/effectiveness of identifying uncharacteristic emissions from
devices (primarily edge devices in a mesh network). 

Relevance to the Intelligence Community:

Government premises housing sensitive information are required to ensure
this information stays inside the premises. Maintaining security of
information and premises is critical to the National Intelligence Community
(NIC), and the outcomes of this research project will help inform security
policy within the NIC.
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Qualifications Postdoc Eligibility

U.S. citizens only

Ph.D. in a relevant field must be completed before beginning the appointment and within five

years of the appointment start date

Proposal must be associated with an accredited U.S. university, college, or U.S. government

laboratory

Eligible candidates may only receive one award from the IC Postdoctoral Research Fellowship

Program

Research Advisor Eligibility

Must be an employee of an accredited U.S. university, college or U.S. government laboratory

Are not required to be U.S. citizens

Point of Contact Keri Tarwater

Eligibility
Requirements

Citizenship: U.S. Citizen Only
Degree: Doctoral Degree.
Discipline(s):

Chemistry and Materials Sciences (12 )
Communications and Graphics Design (3 )
Computer, Information, and Data Sciences (17 )
Earth and Geosciences (21 )
Engineering (27 )
Environmental and Marine Sciences (14 )
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Life Health and Medical Sciences (45 )
Mathematics and Statistics (11 )
Other Non-Science & Engineering (2 )
Physics (16 )
Science & Engineering-related (1 )
Social and Behavioral Sciences (30 )
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