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Description Research Topic Description, including Problem Statement:

Current Technical Security Countermeasures (TSCM) tools are various,
expensive and a range of physical sizes. All of them together make a useful
tool set, but there are operational challenges such as logistics, ease of use,
and discretion that are presented in their application.

The modern mobile platforms – i.e., mobile phones and tablets – are a high
specification computer processor with a variety of measurement and
communications sensors and transducers. These can be exploited to
measure the physical world and collect information and measurement data
equivalent to the TSCM tools, in a single device.

We are looking to find out how the sensors on a mobile phone
(accelerometers, cameras, magnetometers, vibrometers for example) can
be used in conjunction with software defined radio to be useful as a tool in
monitoring an environmental for technical threats, such as hidden electronic
devices.

Key questions – can a phone be used as a TSCM tool to detect hostile
threats? Secondly, how effective is that tool when compared to the specific
equivalent TSCM tool. Additionally, what are the benefits of collecting data
simultaneously and aggregating it at scale? 

Example Approaches: 

Downloading and comparing commercial applications for example wifi
scanning and ranking for performance.
Utilizing a bespoke overarching application to manipulate and leverage
the commercial applications.
Utilizing external peripheral devices to exploit sensing not native to the
phone. Infrared camera, lenses, borescopes, microphones.
Utilizing a bespoke overarching application to manipulate and leverage
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the commercial applications. 
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Qualifications Postdoc Eligibility

U.S. citizens only

Ph.D. in a relevant field must be completed before beginning the appointment and within five

years of the appointment start date

Proposal must be associated with an accredited U.S. university, college, or U.S. government

laboratory

Eligible candidates may only receive one award from the IC Postdoctoral Research Fellowship

Program

Research Advisor Eligibility

Must be an employee of an accredited U.S. university, college or U.S. government laboratory

Are not required to be U.S. citizens

Eligibility
Requirements

Citizenship: U.S. Citizen Only
Degree: Doctoral Degree.
Discipline(s):

Chemistry and Materials Sciences (12 )
Communications and Graphics Design (3 )
Computer, Information, and Data Sciences (17 )
Earth and Geosciences (21 )
Engineering (27 )
Environmental and Marine Sciences (14 )
Life Health and Medical Sciences (45 )
Mathematics and Statistics (11 )
Other Non-Science & Engineering (2 )
Physics (16 )
Science & Engineering-related (1 )
Social and Behavioral Sciences (30 )
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